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1. Executive Summary

Organisations operating under the General Data Protection Regulation (GDPR) face an ever-growing mandate:
locate every piece of personally identifiable information (PIl) held across sprawling, heterogeneous content
landscapes — and prove they can act on it. The penalty for failure is not merely reputational; Article 83 fines
now routinely exceed €20 million or 4% of global annual turnover.

TexterBlue GDPR WatchDog is the answer. Built natively inside TexterAgent — the enterprise content
orchestration platform — it leverages an already-running crawl infrastructure to discover, classify, index,
remediate, and report on Pll across every connected repository. No parallel project. No rip-and-replace. Just
intelligence applied to the content you already have.

Key Value Proposition

GDPR WatchDog transforms TexterAgent's multi-repository reach into a complete, Al-powered GDPR
compliance instrument — from first discovery to certified remediation and continuous monitoring.

Capability Benefit

Unified Discovery Crawl 15+ repository types from a single control plane
Al Pll Detection LLM + NER ensemble detects 50+ Pll entity categories
OCR Intelligence Extract Pll from images, scanned PDFs, and mixed media
Vespa Working Set Real-time, vector-searchable GDPR content index

Bulk Remediation Anonymise, redact, version, archive or destroy at scale
DSAR Automation Respond to Data Subject Access Requests in minutes
Audit Trail Immutable, court-admissible compliance record
Compliance Dashboard Real-time risk posture across all content sources




2. The GDPR Compliance Imperative

Since its enforcement in May 2018, GDPR has levied over €4.5 billion in fines across the European Economic
Area. The regulation is extraterritorial — any organisation that processes personal data of EU/EEA data
subjects is in scope, regardless of where the organisation is headquartered.

2.1 The Scale of the Problem

The average Fortune 1000 enterprise stores personal data across 400+ distinct systems. This includes ECM
platforms, CRM databases, collaboration tools, cloud file shares, scanned archives, HR systems, customer
portals, email repositories, and legacy on-premise servers. Identifying Pll within this landscape using manual
methods is operationally impossible.

2.2 Key GDPR Obligations Addressed by GDPR WatchDog

Article 5 Principles of data processing (purpose limitation, data
minimisation)

Article 15 Right of access — Data Subject Access Requests (DSAR)

Article 17 Right to erasure ('Right to be Forgotten')

Article 25 Data protection by design and by default

Article 30 Records of processing activities

Article 32 Security of processing — pseudonymisation &
encryption

Article 33 Notification of personal data breach within 72 hours

Article 35 Data Protection Impact Assessment (DPIA)

Article 44 Cross-border data transfer restrictions

Article 83 General conditions for imposing administrative fines




3. Why Existing Approaches Fall Short

Many organisations attempt GDPR compliance using a patchwork of point solutions — a data discovery
scanner here, a manual redaction tool there, a spreadsheet-based data register somewhere else. This
approach fails at enterprise scale for five structural reasons:

o Siloed crawling: Each tool covers one or two repositories. No single view of Pl risk exists.

e Pattern-only detection: Regex and keyword matching generates massive false-positive rates on complex
documents.

e No image intelligence: Scanned archives and photographed identity documents remain invisible.

e Static snapshots: Monthly or quarterly scans miss content added, moved, or modified between runs.

e Remediation gap: Discovery tools find PIl but cannot act on it — remediation is left to manual processes.

The WatchDog Difference
GDPR WatchDog is not a scanner. It is a continuous compliance intelligence engine that discovers,

understands, acts upon, and documents PIl across your entire content estate — at the speed of the

enterprise.



4. TexterAgent — The Foundation

GDPR WatchDog is not a standalone product. It is a purpose-built capability layer delivered through
TexterAgent, TexterBlue's enterprise content orchestration and indexing platform. This means GDPR
WatchDog inherits the full connectivity, transformation, security, and observability infrastructure of
TexterAgent — without duplication.

4.1 TexterAgent Architecture

TexterAgent operates on a five-layer pipeline model:
1. Repository Layer Connects to 15+ enterprise content sources via certified connectors — SharePoint,

Alfresco, OpenText, FileNet, Documentum, S3, JDBC, REST, SMB/NFS, Dropbox, and more.

2. Transformation Layer Processes content in-flight: text extraction, OCR, format conversion, metadata
normalisation, language detection, Al enrichment, and classification.

3. Authority & Security Resolves user identities from AD, LDAP, Azure AD, and SAML providers.
Preserves and enforces source ACLs at index time.

4. Vespa Index Delivers content into a high-performance Vespa index — the unified knowledge layer
supporting federated search, semantic retrieval, and Al-driven ranking.

5. Orchestration & Jobs Full-crawl, incremental, scheduled, and continuous monitoring jobs with
pause/resume, throttling, retry, and alerting.

4.2 Why This Foundation Matters for GDPR

Most GDPR tools require organisations to build or buy a separate crawl and extraction infrastructure.
TexterAgent customers already have this. GDPR WatchDog activates on top of existing connections and jobs
— dramatically compressing time-to-compliance and eliminating the cost and risk of a parallel data pipeline.



5. GDPR WatchDog — Solution Overview

GDPR WatchDog delivers end-to-end GDPR compliance management in four phases:
PHASE 1: DISCOVER Crawl all connected repositories. Identify and extract

all content that may contain PII.

PHASE 2: UNDERSTAND Apply Al/NLP/Computer Vision to classify and
precisely locate PIl within each document.

PHASE 3: ACT Execute bulk or individual remediation actions:
anonymise, redact, version, archive, or destroy.

PHASE 4: PROVE Generate immutable compliance reports, audit trails,
and DPIA-ready inventories.



6. Architecture

GDPR WatchDog is architecturally layered on top of TexterAgent's processing pipeline. It introduces three
new functional components that integrate cleanly at the Transformation, Index, and Action layers.

6.1 High-Level Architecture Diagram (Textual)

[ CONTENT SOURCES (via TexterAgent) I
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| oOpenText - Dropbox - JDBC - REST APIs - Email Archives |

T
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F——P REMEDIATION ENGINE (Anonymise / Redact / Archive)
F——» DSAR WORKFLOW ENGINE (Fulfil access/deletion requests)
F——» CONSENT MANAGER (Consent lifecycle tracking)

L_» REPORTING ENGINE (Dashboards, Audit Trail, DPIA)

6.2 Component Integration Points

Component Role

Pll Transformation Plugin Plugs into TexterAgent Transformation Layer. Receives
raw text + binary. Returns Pll map in JSON.

GDPR Vespa Schema Extension Extends the master Vespa content schema with GDPR-
specific fields: pii_entities, risk_score, pii_locations,
gdpr_flags.

Remediation Action Bus Spring Boot microservice. Subscribes to GDPR Working

Set events. Executes bulk or targeted remediation jobs.

DSAR Workflow Engine RESTful orchestration service. Accepts DSAR events,
queries Working Set, generates subject data report.

Audit Log Sink Append-only event store (Kafka/S3). Records every
detection, decision, and action with cryptographic hash
chain.

Compliance Dashboard React-based Ul module embedded in TexterAgent.

Displays real-time risk posture, inventory, and
remediation status.




7. Capability Deep Dive

7.1 Multi-Repository Discovery & Crawling

GDPR WatchDog activates a GDPR Discovery Job across any or all configured TexterAgent connections. The
job employs three crawl strategies to maximise coverage:

o Full Sweep: Complete traversal of all connected repositories, classifying every document for PIl potential.

o Targeted Sweep: Scope-limited crawl by content type, date range, folder path, metadata filter, or data
owner.

e Continuous Watch: Real-time incremental monitoring. New and modified content enters the GDPR
pipeline within seconds of its appearance.

The GDPR Triage Filter evaluates each document against a fast, lightweight pre-classifier before committing it
to deep PIl analysis. This dramatically reduces processing load on content with no PIl relevance —
spreadsheets of product codes, technical manuals, configuration files — while ensuring nothing with genuine
Pll risk is missed.

Connector \[o] {13

SharePoint Online / On-Premise Crawl sites, document libraries, lists, OneDrive

Alfresco Content Services Full repository tree, version-aware, metadata-preserving

Microsoft Exchange / M365 Mail Mailbox scanning for Pll in email bodies and
attachments

IBM FileNet P8 object stores with permission preservation

OpenText Documentum Repository + virtual docs

OpenText Content Server Folders, documents, metadata

Amazon S3 / Compatible Buckets and prefixes across regions

Network Shares (SMB/NFS) Windows and UNIX file servers

JDBC Data Sources Structured data in relational databases

REST APIs Custom content platforms via configurable adapters

Dropbox Business Cloud file storage

Google Workspace Drive On the roadmap — Q3 2026

7.2 Al-Powered Pll Detection Engine

The GDPR WatchDog PII Detection Engine is a multi-model ensemble designed for high precision and recall
across 50+ PIl entity categories. It combines three complementary approaches:

Large Language Model (LLM) Contextual Analyser: Claude-class LLM deployed on-premise or via private
cloud API. Understands context, implicit identifiers, and cross-sentence Pl patterns that pattern matching
misses. ldentifies names in context ('the patient, John, was admitted'), indirect identifiers, and sensitive
combinations.



Named Entity Recognition (NER) Engine: Fine-tuned transformer model (spaCy / Hugging Face) for high-
throughput structural extraction of names, organisations, locations, dates, financial references, and more.
Supports 30+ languages.

Regex & Pattern Matching Layer: Deterministic rules for format-bound PII: national ID numbers, passport
formats, IBAN, credit cards, email addresses, phone numbers, VAT registrations, NHS/social security numbers,
IP addresses, and biometric identifiers.

Detected PIl is tagged with entity type, confidence score, bounding box (for images), character offset (for
text), data category per GDPR Article 9 (special category vs. standard), and a calculated Risk Score that drives
prioritisation in the dashboard.

Pll Category GDPR Classification

Full Name Direct identifier
National ID / Passport Direct identifier
Biometric Data Special category (Art. 9)
Health / Medical Data Special category (Art. 9)
Financial Account Numbers Direct identifier

Credit / Debit Card Data PCI-DSS + GDPR overlap
Email Address Direct identifier

IP Address (dynamic) Indirect identifier
Location Data Indirect identifier
Racial / Ethnic Origin Special category (Art. 9)
Religious Beliefs Special category (Art. 9)
Sexual Orientation Special category (Art. 9)
Political Opinions Special category (Art. 9)
Trade Union Membership Special category (Art. 9)
Genetic Data Special category (Art. 9)
Criminal Convictions Art. 10 data




7.

3 OCR & Image Intelligence

A significant proportion of enterprise Pl exists in non-textual form: scanned passports, hand-written intake

forms, photographed receipts, medical imagery with patient labels, and archive boxes digitised as TIFFs. GDPR

WatchDog's Image Intelligence pipeline ensures no image-bound PIl escapes detection.

7.

Format Conversion: Incoming images (JPEG, PNG, TIFF, GIF, BMP, HEIC) and scanned PDFs are normalised
to an analysis-ready representation.

Tesseract OCR Engine: Production-grade OCR extracts text from images with layout preservation. Multi-
language models support 100+ scripts.

Deep Learning OCR Enhancement: Neural preprocessing (deskew, denoising, super-resolution) improves
accuracy on low-quality scans before OCR.

Face Detection: Computer vision models detect faces in photographic content and flag documents
containing them as potential Pll carriers.

Document Layout Analysis: Identifies form fields, tables, and signature blocks — high-probability Pll zones
— for targeted deep analysis.

Bounding Box Pll Map: Detected Pll in images is recorded with pixel-precise bounding boxes enabling
surgical redaction without destroying surrounding content.

4 Vespa GDPR Index — The Working Set

The GDPR Working Set is a dedicated Vespa schema that extends the master SpeedySearch index with GDPR-
specific intelligence. Vespa's architecture provides several critical capabilities that make it the ideal GDPR

working set store:

Real-time indexing: PIl detections enter the Working Set immediately, enabling instant risk dashboards.

Vector search: Semantic similarity allows identification of documents containing similar PIl patterns —
crucial for finding 'hidden duplicates' not matched by exact search.

Structured filtering: Slice the Working Set by risk score, Pll category, repository source, data owner, last-
modified date, or remediation status.

Two-phase ranking: Fast first-pass retrieval combined with LLM-based re-ranking for DSAR fulfillment and
attorney review packages.

Field-level update: Remediation events update only the affected fields (e.g., marking a document as
anonymised) without full re-indexing.

Horizontal scalability: The Working Set scales independently of the source repositories, supporting billions
of Pll detections.

Vespa Field Purpose

doc_id Globally unique document identifier across all
repositories

source_repository Origin system and connection name

pii_entities JSON array of detected PII entities with type, value,
confidence, offset

risk_score Composite risk score 0—100 (regulatory category weight
x count x recency)

pii_categories Set of GDPR article classifications present in document

pii_locations Bounding boxes or character offsets per entity




ocr_text

Full extracted text from OCR pipeline

remediation_status

Enum: PENDING / IN_REVIEW / ANONYMISED /
ARCHIVED / DESTROYED

gdpr_flags

Flags: SPECIAL_CATEGORY, ART10_DATA,
CROSS_BORDER, HIGH_RISK

data_subjects

Identified data subjects (individuals) referenced in
document

consent_ref

Link to consent record in Consent Lifecycle Module

audit_trail

Array of timestamped compliance events for this
document

embedding_vector

768-dim dense vector for semantic PIl pattern similarity
search




7.5 Remediation Workflows

Discovery without action is merely an inventory of liability. GDPR WatchDog's Remediation Engine provides
structured, auditable workflows that allow compliance teams to act on PII findings at scale — with both bulk
operations and individual document-level exceptions.

Remediation actions are available at three levels:

e Policy-level: Define auto-remediation rules that trigger automatically when Pll is detected (e.g., 'All
passport images in the HR folder older than 5 years - Schedule for destruction').

o Bulk-level: Select a cohort of documents from the Working Set using filters, apply a remediation action to
all matching documents simultaneously.

e Individual-level: Open a single document, review PIl detections, apply targeted exceptions or different
action than the default policy.

Action Description

Anonymise In-Place Replace Pl tokens within the document text with
category-tagged placeholders [REDACTED:NAME],
[REDACTED:ID_NUMBER]. Document retains business
context.

Redact (Visual Block) For images and PDFs: overwrite PIl regions with opaque
black rectangles. Pixel-perfect using bounding box
coordinates from Image Intelligence pipeline.

Generate Anonymised Version Produce a new document version with Pll removed.
Source document retained with access restricted to
authorised roles.

Archive Original Move original to a defined external/internal archive
location with an immutable provenance record and
retention policy tag.

Destroy with Proof Cryptographically verified deletion with certificate of
destruction added to audit trail. Suitable for 'Right to be
Forgotten' obligations.

Quarantine Flag document for legal hold or human review without
taking irreversible action. Restricted access while under
review.

Pseudonymise Replace real identifiers with consistent tokens. Preserves

analytical value while reducing regulatory risk.

7.6 Anonymisation & Redaction Engine

The Anonymisation Engine operates as a processing microservice with direct write-back capability to source

repositories via TexterAgent's output connection layer. This means anonymised versions are written back to

the original repository with correct versioning, metadata, and access controls — rather than being siloed in a
separate compliance store.

e Consistency tokens: The same individual's name is replaced with the same placeholder throughout a
document corpus, preserving referential integrity for analytics while removing PII.

e Format-preserving redaction: National ID numbers are replaced with a correctly-formatted placeholder
that preserves schema validation in forms.



e PDF redaction pipeline: For PDF documents, Pll is removed at the content stream level — not merely
visually hidden — so the underlying text cannot be extracted.

e Batch processing: Thousands of documents processed in parallel using TexterAgent's distributed worker
pool.

o Rollback capability: Until destruction is confirmed, original documents are held in a protected quarantine
zone with rollback option.



7.7 Right-to-be-Forgotten Orchestration

Article 17 of GDPR requires organisations to erase personal data upon a data subject's verified request

without undue delay. This is operationally complex when that data is spread across dozens of systems. GDPR

WatchDog automates the full workflow:

1.

o v s W

Trigger: DSAR erasure request received via API, portal, or email (NLP extraction).

Identification: Query the GDPR Working Set by data subject name and known identifiers across all sources
simultaneously.

Review: Compile a candidate deletion list with document previews for legal sign-off.

Execution: Bulk destruction / anonymisation across all identified documents and repositories.
Verification: Re-scan affected repositories to confirm erasure completeness.

Certification: Generate a signed Certificate of Erasure with timestamped audit proof.

7.8 Consent Lifecycle Management

GDPR WatchDog includes a Consent Module that links every piece of Pll in the Working Set to the consent

record that legitimises its processing. This delivers:

Consent Registry: Centralised store of all data subject consents with lawful basis, scope, and expiry date.
Consent Linkage: Each Pl detection in the Working Set is associated with one or more consent records.
Consent Expiry Alerting: Automated notification when consent records approach expiry, triggering re-
consent workflows or scheduled deletion.

Lawful Basis Audit: For every Pll document, the system records and surfaces the lawful basis under GDPR
Article 6.

Withdrawal Processing: Consent withdrawal triggers an automatic RTBF workflow for all linked
documents.

7.9 Cross-Border Transfer Governance

Chapter V of GDPR imposes strict conditions on transfers of personal data to third countries. GDPR WatchDog

enforces transfer rules at the data layer:

Geographic tagging: Every document in the Working Set is tagged with its repository's geographic
jurisdiction.

Transfer policy engine: Rules engine blocks or flags documents scheduled for cross-border replication or
sharing when no adequacy decision, SCCs, or BCRs are in place.

Transfer Impact Assessment (TIA): Automated data collection for TIA reports when new international
repositories are added to TexterAgent.

SCCs tracking: Links documents to Standard Contractual Clauses applicable to their transfer pathway.



7.10 GDPR Compliance Reporting & Audit Trail

Accountability under GDPR Article 5(2) requires organisations to demonstrate compliance — not merely
assert it. GDPR WatchDog produces a comprehensive evidence record.

Article 30 Record of Processing Activities (RoPA)

Automatically generated RoPA document covering all processing activities identified through the Working Set.
Includes data categories, purposes, retention periods, transfers, and security measures.

GDPR Content Inventory Report

Full inventory of all Pll-bearing documents across all repositories with risk scores, Pll categories, data subjects,
source systems, and remediation status. Available as PDF, XLSX, or machine-readable JSON.

Remediation Execution Log

Timestamped record of every remediation action: who triggered it, what action was taken, on which
documents, and with what outcome. Cryptographically signed entries ensure tamper-evidence.

Certificate of Erasure / Anonymisation

Formal compliance certificate generated for each RTBF or anonymisation operation. Includes document
identifiers, operation timestamp, executing user, and a hash verification chain.

Data Protection Impact Assessment (DPIA) Pack

Structured data collection pack that populates the processing description, necessity/ proportionality analysis,
and risk assessment sections of a standard DPIA template.

Risk Posture Dashboard

Real-time executive dashboard showing: total Pll documents by repository, risk distribution by category,
remediation pipeline status, DSAR queue status, and trend lines for PIl growth/reduction.

7.11 Real-Time Monitoring & Alerting

GDPR compliance is not a periodic event — it is a continuous state. GDPR WatchDog integrates with
TexterAgent's continuous monitoring jobs to provide:

o New Pll alerts: Instant notification when new Pll-bearing documents are detected in any connected
repository.

e High-risk threshold alerts: Notification when a repository or folder exceeds a configurable PIl density
threshold.

e Policy violation alerts: Notification when content violates a data minimisation or retention policy.

e Breach detection indicator: Unusual spikes in Pll-bearing document creation or access trigger a breach
risk indicator for the DPO.

e Integration channels: Email, webhook, Slack, Microsoft Teams, PagerDuty, SIEM (Splunk, Sentinel), and
REST callbacks.



7.12 Data Subject Access Request (DSAR) Automation

GDPR Article 15 grants individuals the right to obtain a copy of all personal data held about them. Manual
DSAR fulfilment across enterprise repositories routinely takes weeks and is error-prone. GDPR WatchDog
reduces DSAR fulfillment to hours:

e Intake: DSAR received via portal form, APl event, or email (NLP extraction of subject identity).

e Identity resolution: Subject identity matched to aliases, email variants, and associated identifiers in the
Working Set.

o Compilation: All relevant documents retrieved, PIl context extracted, and a subject data pack assembled.

e Review: Legal / DPO review interface with approve, redact-third-party-Pll, and release controls.

o Delivery: Encrypted subject data pack delivered via secure portal or email with download audit.

e Compliance clock: Automated tracking of the 30-day statutory response deadline with escalation alerts.



8. Security & Access Control

A compliance tool that does not itself embody the highest security standards is a contradiction. GDPR
WatchDog is designed security-first at every layer.

Security Control Detail

GDPR Working Set Access Control Role-based access to the Vespa GDPR index. Only
authorised DPO/compliance roles can query PII
detections. Source-repository ACLs are inherited and
enforced.

Data Residency The Vespa index and all extracted PIl metadata remain
within the customer's infrastructure perimeter. No Pll is
transmitted to external SaaS endpoints.

Encryption at Rest Full-disk encryption for the Vespa node filesystem. Field-
level encryption for Pl entity values in the index.

Encryption in Transit All internal API calls and index writes use mutual TLS
(mTLS). External APl endpoints enforce TLS 1.3.

Audit Log Integrity Append-only event log with SHA-256 hash chaining. Any
tampering with historical records is cryptographically
detectable.

Key Management Integration with enterprise HSMs (HashiCorp Vault, AWS
KMS, Azure Key Vault) for encryption key lifecycle
management.

Privilege Separation Discovery (read-only), Remediation (write), and
Administration roles are strictly separated. No single
user can both detect and destroy without a second-
factor approval workflow.

Air-Gap Support Fully operational in air-gapped environments with no
external LLM API calls. On-premise model deployment
option provided.




9. Deployment Models

Model Description

On-Premise Full stack deployed within customer data centre. All
processing, storage, and model inference remain on-site.
Recommended for regulated industries (banking,
healthcare, public sector).

Private Cloud (Kubernetes) Helm-chart deployment on customer-managed
Kubernetes clusters (EKS, AKS, GKE, OpenShift). Auto-
scaling worker pools for burst Pll processing workloads.

Hybrid TexterAgent workers on-premise with orchestration
control plane in customer private cloud. Useful for
organisations with distributed data centres.

Air-Gapped Fully disconnected deployment for classified
environments. LLM inference uses locally hosted models
(llama.cpp / vLLM). No outbound network required.

SaaS (Managed Service) On the roadmap. TexterBlue-hosted GDPR WatchDog
with customer-specific tenancy isolation. Data residency
guarantee by region. Target availability Q4 2026.




10. Integration Ecosystem

GDPR WatchDog is designed as an open platform. Every capability is accessible via REST APls, enabling
integration with existing enterprise governance, security, and operational toolchains.

Category Supported Integrations

GRC Platforms ServiceNow GRC, RSA Archer, OneTrust, TrustArc,
Nymity

SIEM / SOC Splunk, Microsoft Sentinel, IBM QRadar, Elastic SIEM

Identity & Directory Active Directory, Azure AD, Okta, Ping Identity, LDAP

Document Management Direct write-back to Alfresco, SharePoint, Documentum,
OpenText

Ticketing & Workflow Jira, ServiceNow, Microsoft Teams, Slack

Cloud Storage AWS S3, Azure Blob, Google Cloud Storage (roadmap)

Legal Hold Platforms Exterro, Relativity, Nuix — GDPR Working Set export
adapters

Bl / Reporting Power BI, Tableau, Grafana — GDPR metrics endpoints

LLM / Al Providers Anthropic Claude (on-prem / API), local vLLM, Azure
OpenAl




11. Business Value & ROI

11.1 Risk Reduction

The average cost of a GDPR fine for Fortune 500 organisations has risen to €15 million per enforcement action
(2025 data). A single RTBF failure resulting in a regulator audit can cost multiples of the total GDPR WatchDog
investment. The platform's continuous monitoring materially reduces the probability and severity of
enforcement exposure.

11.2 Operational Efficiency

Activity Manual Approach ‘ With GDPR WatchDog

DSAR Fulfillment Manual: 3-5 days GDPR WatchDog: 2—4 hours

RTBF Execution Manual: 2—-3 weeks GDPR WatchDog: same day

Annual PIl Audit Manual: 6—8 weeks of analyst time GDPR WatchDog: continuous,
automated

RoPA Generation Manual: 3—4 weeks GDPR WatchDog: on-demand, real-
time

Breach Notification Prep Manual: 24-48 hours scoping GDPR WatchDog: 1-2 hours with
pre-built inventory

11.3 Competitive & Reputational Value

Demonstrable GDPR compliance has become a commercial differentiator, particularly when contracting with
public-sector, financial-services, and healthcare organisations that increasingly require evidence of privacy
governance maturity as a procurement condition. GDPR WatchDog provides the artefacts — RoPA, DPIA
packs, audit trails — to satisfy vendor assessments and certifications.

11.4 TexterAgent Customers — Accelerated Time to Value

For existing TexterAgent customers, GDPR WatchDog activates on top of already-deployed connectors and
index infrastructure. There is no second crawl project, no parallel infrastructure to procure, and no new data
pipeline to build. Customers reach a functional GDPR inventory within days of enabling the GDPR WatchDog
licence module.



12. Competitive Positioning

The GDPR data discovery market includes a range of tools from dedicated privacy platforms to broad data
governance suites. GDPR WatchDog occupies a unique position as the only solution natively embedded within

a live, enterprise-scale content orchestration platform.

Capability GDPR WatchDog Competitor A Competitor B Competitor C
(OneTrust) (BigID) (Varonis)
Multi-repository, Yes Partial No Partial
live crawling
Al/LLM contextual Yes No No Partial
Pll detection
Image OCR + face Yes Partial No No
detection
Vector search over Yes No No No

Pll Working Set

Write-back Yes No No No
remediation to

source

Consent lifecycle Yes Yes Yes No
management

Air-gapped / on- Yes No No No
premise LLM

Built on existing Yes No No No

crawl platform

DSAR automation Yes Yes Yes Partial

Immutable audit Yes Partial No No
chain




13. Roadmap

Target Feature Description

Q3 2026 GA Release Full PIl detection engine, OCR
pipeline, Vespa Working Set,
Remediation Engine, RTBF
workflows, Compliance Dashboard,

Audit Trail.

Q3 2026 Google Workspace Connector Gmail, Google Drive, and Google
Chat scanning for PII.

Q4 2026 SaaS Managed Service Multi-tenant cloud-hosted GDPR
WatchDog with regional data
residency.

Q4 2026 CCPA / CPRA Compliance Module US California privacy law compliance

mapping alongside GDPR.

Q1 2027 Automated DPIA Generation Al-generated DPIA reports from
Working Set data, pre-populated
and DPO-ready.

Q12027 Privacy Enhancing Technologies Differential privacy and synthetic
(PETSs) data generation for analytics use
cases.

Q2 2027 ISO 27701 Mapping Automated mapping of Working Set
evidence to ISO 27701 PIMS
controls.

Q2 2027 Al Act Compliance Overlay Extend WatchDog to cover EU Al Act
Article 10 training data PII
obligations.

Q3 2027 Federated GDPR WatchDog Multi-organisation federated

compliance view for group/holding
companies.




14. Conclusion

GDPR compliance is not a project with an end date. It is a permanent operational discipline requiring
continuous discovery, classification, governance, and accountability across a content estate that grows and
changes every day.

TexterBlue GDPR WatchDog delivers this discipline as a native, integrated capability of the TexterAgent
platform. It brings together the full power of enterprise content crawling, Al-driven PIl intelligence, Vespa-
powered search, and automated remediation into a single, coherent compliance instrument.

For TexterAgent customers, the path to GDPR compliance is shorter and less expensive than any alternative.
For new customers, GDPR WatchDog is the most compelling reason to adopt the TexterAgent platform — one
investment that simultaneously solves enterprise search unification and GDPR compliance.

Ready to see GDPR WatchDog in action?

Contact TexterBlue at gdpr@texter.ai - Visit https://agent.texter.ai
Request a demonstration of GDPR WatchDog scanning your repositories within the hour.

This document is confidential and proprietary to TexterBlue Technologies. © 2026 TexterBlue Technologies. All rights reserved. GDPR
WatchDog™ and TexterAgent™ are trademarks of TexterBlue Technologies.



